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Abstract—A honeypot is a type of information system that is
used to obtain information on intruders in a network. When a
honeypot is deployed in front of a firewall, it can serve as an
early warning system. When deployed behind the firewall, it
can serve as part of a defense-in-depth system and can be used
to detect attackers who bypass the firewall and the intrusion
detection system (IDS) or threats from insiders. Honeyd is an
open-source honeypot; however, it uses a command-line
interface and its configuration is difficult for beginners. The
purpose of this study is to use the open-source tool to construct
a graphic user interface (GUI) for honeyd. For the sake of
portability and easy deployment, the whole system will be
installed in a live USB stick. The end user can create a honeyd
template by using the GUI or the result of the Nmap scan of a
target computer. Moreover, the system will provide a
log-review interface and real-time SMS functionality. Finally,
we deployed the designed system in a campus network and
presented an analytic result of a 60-day period with a
Web-based data analysis system.

[. INTRODUCTION

Network administrators usually use a firewall and an
intrusion detection system (IDS) to protect their network.
The firewall can control the inbound and outbound traffic
according to the type of service requested, the user name,
and the IP address of packets. The IDS can be deployed
between the local area network and the Internet or any other
important gateway for detecting suspicious packets [1].
However, sometimes administrators might forget to update
the firewall rules. Moreover, the IDS system that uses
anomaly detection has a high false-positive ratio [2]. The
use of a honeypot can overcome the inherent deficiencies of
the IDS and firewall. More importantly, we can treat it as a
platform for security education in a university [3]. If a
honeypot is deployed in front of a firewall, it can be treated
as an early-warning system. If we deploy it behind the
firewall, it can serve as part of a defense-in-depth system
and can be used to detect attackers who bypass the firewall
and IDS or threats from insiders [4].

II. SYSTEM ARCHITECTURE

The architecture of the honeypot system is shown in Fig.
1. The primary module can be divided into the honeyd,
honeyd management console, template generation module,
IP binding module, alert module, IP trace module and data
analysis module.
® Honeyd

Honeyd [5] is an open-source low-interaction honeypot
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system that was developed by Dr. Niels Provos in April
2002. Honeyd can successfully emulate the IP stack of
various operating systems according to the Nmap and
Xprobe fingerprint files.
® Honeyd management console

Using this module, users can define various paths and
parameters. Moreover, users can run Nmap to scan a target
computer through the GUIL The results of the scan can be
used by a parser to extract the type of OS and open ports of
the system. Then, users can select a similar type of OS to
create a honeyd template on the basis of a comparison with
the Nmap fingerprint database.
® Template generation module

Users can use this module to select the type of OS from
the Nmap fingerprint database and set up the corresponding
statuses and services for TCP, UDP, and ICMP ports.
® [P binding module

It is used to bind a honeyd template with an IP address.
A single honeyd configuration file can include several
templates that are already bound with an IP address.
® Alert module

When the system boots, it initiates a process to monitor
the snort alert file; when there is a change in the size of this
file, the system will send a message to the cell phone of the
system administrator.
® P trace module

This module is based on InetAddressLocator [6]—a
modified open-source Java-based software program. It uses
a local copy of the WHOIS database to perform fast and
accurate lookups of country codes.
® Data analysis module

The Data analysis module is written in C language and
users can query the analytic result through a Web interface
which is constructed with ZK [7].
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III. IMPLEMENTATION

The system is implemented using Eclipse and Jigloo.
Eclipse is an open-source project; the latest version can be
found at [8]. Jigloo is an Eclipse plug-in that enables us to
build sophisticated GUISs rapidly.

A.  Live USB

A live USB is implemented using Ubuntu 7.04. Ubuntu
can be easily and directly installed through a GUI. More
importantly, it provides a very strong security control
service. Finally, we installed it in a 4GB USB stick; the
installation procedures can be found at [9].

B.  Operation

Fig.2 shows the creation of a template through the GUI.
When “Template” is selected from the honeyd console, the
template generation screen will appear, users can select the
desired behavior and services from the combo box and click
the “Generate” button.
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C. System Deployment

In order to verify the effectiveness of the system and
obtain information about attacks, we deployed the designed
system in a campus network. This experiment used honeyd
to simulate two virtual honeypots—a Linux 2.x system and
a Solaris 2.x system.The Linux honeypot was created by
using the GUI and running simulated services (e.g., telnet,
ftp). The Solaris honeypot was generated from the result of
the Nmap scan.

D. Data Analysis

The Linux honeypot logged 7814 attacks on the TCP
connection over a 60-day period at an average of 5.4 attacks
per hour. Over the same period, the Solaris honeypot logged
10732 attacks on the TCP connection, averaging 7.5 attacks
per hour.

If we sort the origins of the attacks by “Campus
Network™ and “Internet,” the numbers of attacks on the
TCP connection are 9999 and 8547, respectively. Fig.3 lists
the top 10 attacked ports.

According to the data in Fig.3, the most attacked port is
445.TCP port 445 (CIFS) of the Windows system is
designed to access sensitive or un-encrypted data. Hence, it
has always been a target for intruders or worms to establish
a connection for initiating an attack. Finally, Table 1 and
Table 2 list the analytical results of ISP and location.
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Fig.3 Attacks from campus network
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TABLE 2 LOCATION ANALYSIS OF INTERNET ATTACKS

IV. CONCLUSION

In this study, we have developed a GUI that incorporated
with the network exploration or security auditing
utility—Nmap. We utilized either its OS fingerprinting and
TCP port-scanning capability from its scanning results or a
combo box and a text field to create a honeyd template.
Besides, We also utilized ZK to construct a Web-based
interface which can let users query the analytic result
through browser. Finally, we installed the system in a
portable live USB stick. The honeypot system can be
quickly deployed by a System administrator, even with
limited knowledge of it.
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