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  Abstract—  As the Internet grows in scale almost every year, security measures are expected to become all the more 
important on the Internet.  IPSec was introduced in 1995 to provide the capability for secure communication across IPv4 
and IPv6 networks. Meanwhile, with substantial cost reductions and the ability to handle multiple applications on a single 
card, the IC cards are about to enter a period of rapid growth.  An individual bearing a single IC card will be able to 
electronically and securely interact with several servers or service providers. In this research, we implemented IPSec with 
IC card acted as an integrated part within the system and is used as a portable token to manage cryptographic keys and 
certificates needed on the IPSec protocols. The open source software provided by the FreeS/WAN project is implemented 
and revised to be integrated with IC card USB reader on the Linux environment. 
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1  Introduction 
 

The security architecture for the Internet protocol, 
IPSec [1,2,3,4,5], gives the blueprint for doing security 
services on the Internet at the IP layer. IPSec is an option 
for the current version 4 of IP layer while is mandatory for 
the next generation Internet protocol, IPv6 [6,7,8]. IPSec 
consists of two types of extension headers a protocol to 
negotiate security setting. The AH (authentication header) 
[9] header and trailer provide data integrity and an optional 
replay protection for the ESP-encapsulated payload. The 
ESP (encapsulating security payload) [10] provides data 
confidentiality, authentication, and replay protection for the 
entire IP packet. The IKE (Internet key exchange) [11] 
protocol is used to negotiate IPSec security parameters for 
unicast communication. 
 

Public-key infrastructures (PKI) [12,13,14,15] are 
comprised of supporting services that are needed for 
using public-key technologies on a large scale. A 
public-key certification system works by having a 
certification authority (CA) for the generation and 
management (application, storage, renewal, revocation, 
and inquiry) public-key certificates. Both CA and PKI 
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are crucial parts of many secure network applications 
such as VPN, secure email, online stock trading, 
time-stamping, etc. PKI could have multiple CAs; each 
CA services a set of users and issues certificates for those 
users. Depending largely on how the trust relationship 
between CAs is arranged, the PKI provides traversing 
multiple CAs from the CA that’s certifying other party’s 
public-key to a root CA whose public-key has already 
been held in each PKI client, such as a system with 
IPSec. Each public-key certificate contains a public-key 
value and information about a particular person, agency, 
and other entity that holds the corresponding private-key. 
Certificates are digitally signed by the issuing CA, using 
CA’s private-key. 
 

IC cards [16,17] are much more difficult to 
duplicate than magnetic strip cards and cryptographic 
functions can be implemented inside these cards. With 
substantial cost reductions and the ability to handle 
multiple applications on a single card, the IC cards are 
about to enter a period of the rapid growth. An individual 
bearing a single IC card will be able to electronically and 
securely interact with several servers or service provides.  

 
As a consequence, an entirely new type of 

commercial and educational landscape is being created. 
However, IC card itself has limited computing power 
and memory capacity. This makes it a difficult job to 
efficiently implement the cryptographic functions inside 
IC card. 

 
In the following, we described our efforts in 

integrating IPSec with PKI and IC card, where IC card is 
used as a portable token to manage cryptographic keys 
and certificates needed on the IPSec protocols. The open 
source software provided by the FreeS/WAN project 
[18,19] is implemented on the Linux environment and 
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integrated with IC cards.  In FreeS/WAN, IKE 
authentication methods of pre-shard keys and 
RSA-signature are supported, but the cryptographic key 
and public-key certificates are stored in a file specified 
by the configuration file “ipsec.conf”.  To provide a 
better protection for the cryptographic keys, we choose 
to use IC card to secure store these keys and use the same 
IC card to carry public-key certificates issued by CA. 

 
 

2 Implementation of IPSec with Free/SWAN  
 

FreeS/WAN [18,19] is an open-source 
implementation of IPSec for Linux platforms. We installed 
and set up FreeS/SWAN software on two Red-Hat Linux 
machines so that they will act as security gateways and 
create a secure tunnel to protect all data communicated 
between them, as shown in Figure 1. 
 

Figure 1: Security Architecture of PKI-based Security 
Gateways 

 
We could issue an ”ipsec look” command on the 

Linux machine with FreeS/WAN installed. Figure 2 shows 
the operations of a virtual tunnel between two security 
gateways. The default cryptographic algorithms used for 
tunnel security are the triple-DES and HMACMD5. 

 
Setting up the tunnelCryptographic algorithms

Tunnel  
Figure 2: Operations of a FreeS/WAN VPN Tunnel 

 
IPSec achieves security services with AH and ESP 

protocols, and through the use of IKE protocol. IKE 
[11,20,21] is used to negotiate and provide cryptographic 
key materials for IPSec peers, from which encryption 
and authentication keys are generated. It is operated in 

two ISAKMP [22] phases where two ISAKMP peers 
establish an ISAKMP security associations (SAs) during 
Phase 1 and then SA for other security services, such as 
AH or ESP, are established during Phase 2. For 
FreeS/WAN, a Pluto module is run as an IKE daemon 
on a network node. Pluto uses shared secrets or RSA 
signatures to authenticate peers with whom it is 
negotiating. This Pluto module is the software module, 
which we revised to incorporate IC card and PKI. 
                  
3 IPSec Integration with PKI and IC Cards 

 
PKI is essential for large-scale secure network 

applications, such as IPSec. To safeguard pre-shared key 
and certificate of security gateway, our security gateway is 
equipped with an IC card with Omnikey’s CardMan USB 
reader [23]. 

 
CA fundamentally performs the generation and 

management public-key certificates that are digitally signed 
by the CA’s private key. We installed OpenSSL [24,25] 
open-source software on a Red-Hat Linux machine to act 
as a CA, which issues public-key certificates for IPSec 
peers. 

 

 
Figure 3: Setting Up OpenSSL as a CA 

 
Then, we revised FreeS/WAN codes to let both 

security gateways communicated with each other using 
X.509 certificated issued by the CA. 

 

 
Figure 4: Operations of a Tunnel with X.509 Certificates 

 
At present, we use IC card with the Infineon SLE 

4418 [26] memory chip.  This chip contains 1024 bytes 
of EEPROM memory and its contents are protected by 4 
hexadecimal digits, the programmable security code 
(PSC).    

 
4 Conclusions 
 

The IP protocol is inherently insecure. IPSec can be 
used to protect any protocol that run on top of IP layer. 
IPSec runs over the current IP version (IPv4) and also the 
next generation of IP (IPv6). PKI is essential for 
large-scale network applications, including IPSec. In this 
research, we show our preliminary implementation 
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efforts in integrating PKI and IC cards with IPSec on 
Linux environment. We are currently in the process of 
applying our results on IPv6 environment.   
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